Epyaoctiiplo 4

Elcaywyn oto MQTT

AladikTvo Twv AVTIKELLEV WV
Addokwv: I'pnyoplog Aovuévng, MaokAafdavog Iwavvng
YAko: AAe€avdpog [TavayiwtakomovAog, [pnydplog Aovpevng

UNIVE RSITY © ASL (DiT, Uol) 2022-2023

OF IOANNINA




Metapopa Mnvuudtwyv oto IoT

®» H petag@opd pnvuuatwyv otov Koopo tov IoT elvatl onpavtikn kabws pioe cuokeun
TIPETEL VA TIAPEXEL 0ONYIEG O€ Pl AAAT) CLOKELT) YLla TN SLayElpLOT TOV CUGTHUATOG.

Ymdpxouv TOAAQ KoL SLA@OPETIKA TPWTOKOAAX YL TNV AVTUAAXYT] UNVUUATWV OTIWG:

® To Push protocol, mov elvatl KatdAAnAo yla emKovwvio UNVUHAT®WY Yo cUoKEVES [0T
1e xaunAo e0pog (wvng (bandwidth)

®» Toa mpwtokoAAa MQTT mov Ba doVpe onjuepa, OTIWE KL TA TTAPOUOLX TIPWTOKOAAX
XMPP xat CoAP ta omoia vAomomOnkav pécw twv vmnpesiwyv Push pnvupdtwv.

[Inyn:https://www.researchgate.net/profile/Dipa-
Soni/publication/316018571_A_SURVEY_ON_MQTT_A_PROTOCOL_OF_INTERNET_OF_THINGSIOT/links/58edafd4aca2724f0a26e0bf/A-SURVEY-ON-MQTT-A-
PROTOCOL-OF-INTERNET-OF-THINGSIOT.pdf
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MQTT Framework
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Message Queuing Telemetry Transport

®» To MQTT eivat apxikd Twv ayyAikwv Aé€ewv Message Queuing Telemetry Transport.

®» To MQTT eivat faciopévo oto mpotumo Publish/Subscribe Push mpwtdkoAAo mov
dnuovpynOnke amod tov Andy Stanford-Clark tng IBM kat tov Arleyn Nipper tng
Arcom 1o 1999.

®» To MQTT oxeSldoTnNKe WOTE VA OTEAVEL SESOUEVA LE EYKVUPOTNTA UTIO UEYAAES
KaBvoTtePNoELS SIKTUOU KAl KATaoTAoELS xaunAoV (bandwidth)

[Inyég:https://www.researchgate.net/profile/Dipa-
Soni/publication/316018571_A_SURVEY_ON_MQTT_A_PROTOCOL_OF_INTERNET_OF_THINGSIOT/links/58edafd4aca2724f0a26e0bf/A-SURVEY-ON-MQTT-A-
PROTOCOL-OF-INTERNET-OF-THINGSIOT.pdf

Sahmi, I, Abdellaoui, A., Mazri, T., & Hmina, N. (2021). MQTT-present: Approach to secure internet of things applications using MQTT protocol. International
Journal of Electrical and Computer Engineering (IJECE), 11(5),4577. https://doi.org/10.11591 /ijece.v11i5.pp4577-4586
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H apyitexktovikny MQTT

Application
(e.g. temp.
sensors)

MQTT

Server (= broker) —)@
MQTT
Client
(=publisher, Message Message B
subscriber) ({ICTTMATTSessionCIT ) client S E::

Subscriptions Topic

TCPIIP w TCPIP

UNIVERSITY IIyn Ewovag: http://cseku.ac.bd /faculty/~kazi/files/cn_msc/MQTT.pdf
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Baowkeg Asttovpyieg tov MQTT
TIPWTOKOAAOV

® 1) Publish/Subscribe: Xto MQTT mpwtokoAio vrdpxet o Publisher (Exk66tng), mov
ONUOCLEVEL UNMVUIATA KOL OL XPT)OTEG IOV KAvouv subscribe (eyypagn) oe kowva Bepata
(topics), avto ovopdletat kat wg Publish/Subscribe povtélo.

®» 2) Qéuata kat eyypa@ég: Xto MQTT mpwtdkoAAo, ol publishers dnpocievovv unvopata oe
Oépata Kol To pnvouata Bewpovtal Bepata.

» 3) Quality of Service levels: Auto To TpwToOK0AAO TEPLYpd@eL Quality of Service (QoS)
ETTES L CLUPWVIAG HETAEL SVWV OUASWV UNVUUATWV.

®» 4) Alatnpnuéva pnvopoato: Xto MQTT ta pnvopata Statnpovvtal otov Broker (peoitn).

®» 5) KaBapeg kat aglomiotes cuvdeoels: ‘Otav évag ouvdpountnis (subscriber) cuvepyddletal
LLE TOV peoitn Snuovpyeite kaBapn cuvedpla (session) kol dSnulovpyeite VYPMAOTEPN
Quality of Service otnv Stadoyikn) avTaAAoyr) UNVUUATWV

» 6) Wills (AwaBnkeg/Mnvupa): ‘Evag meAdtng umopel va evnuepwoel Tov Broker 0tL mepLeExel
KATOLO UNVUX IOV Ba TIpEmEL va Slaveun Bl o€ eva ouyKeKpLUEVO BEpa 1) BEPaTa o€
TEPIMTWON AMPOBAETTNG ATTOCVVOEDTC

[Inyn:https://www.researchgate.net/profile/Dipa-
Soni/publication/316018571_A_SURVEY_ON_MQTT_A_PROTOCOL_OF_INTERNET_OF_THINGSIOT/links/58edafd4aca2724f0a26e0bf/A-SURVEY-ON-MQTT-A-

PROTOCOL-OF-INTERNET-OF-THINGSIOT.pdf
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Public MQTT Brokers

Broker Address TLS WebSocket Message Persistent Sign Up
Port Port Retention Session Requred

Eclipse maqtt.eclipse.org 1883 N/A 80, 443 YES YES NO Link

J—} Mosquitto test.mosquitto.org 1883 8883, 80 YES YES NO Link

8884
HiveMQ broker.hivemg.com 1883 N/A 8000 YES YES NO Link
Flespi maqtt.flespi.io 1883 8883 80, 443 YES YES YES Link
Dioty mqtt.dioty.co 1883 8883 8080, 8880 YES YES YES Link
Fluux maqtt.fluux.io 1883 8883 N/A N/A N/A NO Link
EMQX broker.emqx.io 1883 8883 8083 YES YES NO Link
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Mosquitto MQTT Broker
ports vs connection services

1883 : MQTT, unencrypted, unauthenticated

1884 : MQTT, unencrypted, authenticated

8883 : MQTT, encrypted, unauthenticated

8884 : MQTT, encrypted, client certificate required
8885 : MQTT, encrypted, authenticated

8886 : MQTT, encrypted, unauthenticated

8887 : MQTT, encrypted, server certificate deliberately expired
8080 : MQTT over WebSockets, unencrypted, unauthenticated
8081 : MQTT over WebSockets, encrypted, unauthenticated
8090 : MQTT over WebSockets, unencrypted, authenticated
8091 : MQTT over WebSockets, encrypted, authenticated
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MQTTBox
MQTT Explorer
Mosquitto
HiveMQ
MQTTRoute
MQTT Tiles
MQTT Board
MQTT.fx
VerneMQ
MQTT Buddy
emgqtt

MQTT Toolboxes



MQTTBox

®» MQTT client with GUI / Tool
® Standalone app

® Chrome plugin

=» MQTT Clients
® (Connect to multiple mqtt brokers with TCP or Web Sockets
® Publish/Subscribe to multiple topics

® Supports Single Level(+) and Multilevel(#) subscription to topics

® History of published/subscribed messages for each topic

=» MQTT Load
® |o0ad test your MQTT broker or MQTT devices
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MQTTBox
N GUI

= Menu MQTTCLIENTS s P IRRHI ¥

hvac

matt mgtt m2m.asldit.uoi.gr 1883
Connected
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MQTT Client Name

Mosquitto

Protocol

maqtt / tcp

/Username

Usemame

Reconnect Period (milliseconds)

1000

Will - Topic

o —

- lopic

UNIVERSITY
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MQTT Client Id

Jeleadd2-999d-41e1-9f08-a511143

Host

test mosquitto.org: 1883

/ Password

Password

Connect Timeout (milliseconds)

30000

Will - QoS

0 - Almost Once

Save

Append timestamp to MQTT client id?

Yes

Clean Session?

Yes

Reschedule Pings?

Yes

KeepAlive (seconds)

10

Will - Retain

] Mo

Delete

MQTTBox

Client setting

Broker is MQTT v3.1.1 compliant?

Yes

Auto connect on app launch?

Yes

Queue outgoing QoS zero messages?

Yes

Will - Payload



MQTT Clients

= Menu MQTT CLIENTS Create MGQTT Client ¥

hvac Mosquitto
mgit mgtt m2m.asl dit uoigr 1383 maqtt test. mosquitto.org: 18383
Connected Connected
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Connection to client

= Menu - Jil Connected ® Add publisher Add subscriber e

Mosquitto - mgtt://test.mosquitto.org:1383

You have no publisher or subscriber added for this MQTT client. Please click above buttons to add new MQTT publisher or MQTT subscriber for this MQTT client
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Topic

New Publisher

Topic to publish
Topic to publish
Qos

0 - Almost Once

Retain [

Payload Type

Strings / JSON / XML/ Characters

e.g: {'hello""world}

Payload

/F

Message
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Topic

Topic to subscribe

Topic to subscribe

/ QoS

0 - Almost Once

N

Subscribe

New Subscriber



Topics

® (reate a topic by publishing (if not already existing)

= (Can subscribe to single topic with (+)

= (Can subscribe to multiple topics with (#)
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New test topic

= (reate topic “iotlabchat/yourname”

= Subscribe to someone else’s topic and send messages in the form

“Name: yourname hello”

® Subscribe to multiple topics and “hear” all messages
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Autonomous Systems lab

~ HVAC Architecture
(( . )) Database

Publish/ —

((.)) Subscribe ‘ =
0—Q Y

\ {7y p
/ -
MQTT Middleman

MQTT Broker Platform
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Autonomous Systems lab
HVAC Architecture

= Database
(@) (MySQL)
Publish;/ —
(( . )) Sllllbslc;srlbe -‘

b 2%

(@

[0T y odes

MQTT Middleman
(Windows application)

| 2 N MQTT Broker Platform
(Linux Server) (Html/php)

MSP430F5529LP+CC3100BoosterPack
DHT11/DHT22

DS18B20(Waterproof)

2-Channel Relay

UNIVERSITY
OF IOANNINA




= Menu 4+ MQTTCLIENT SETTINGS

MQTT Client Name

hvac

Protocol

mgtt / tcp v

Username

m2mce

Reconnect Period (milliseconds)

1000

Will - Topic

opIC

A

UNIVERSITY
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MQTT Client Id

aebd956h-9b0d-4ebe-Bel1a-adde

Host

maqtt.m2m.asl.dit. uci.gr1883

Password

Connect Timeout (milliseconds)

30000

Will - Qos

0 - Almost Once

Save

Q

Append timestamp to MQTT client id?

Yes

Clean Session?

Yes

Reschedule Pings?

Yes

KeepAlive (seconds)

10

Will - Retain

] No

Delete

MQTTBox
Client setting

Broker is MQTT v3.1.1 compliant?

Yes

Auto connect on app launch?

Yes

Queue outgoing QoS zero messages?

Yes

Will - Payload



MQTTBox
N GUI

= Menu MQTTCLIENTS s P IRRHI ¥

hvac

matt mgtt m2m.asldit.uoi.gr 1883
Connected
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Topic

Topic to publish

m2mce/hvac/ice/meas

Qos

0 - Almost Once

Retain [J

Payload Type

Strings / JSON / XML / Characters
e.g: {'hello"world'}
Payload

"NodeMNo™ 10,"Humidity": 70,"Temperature": 25,"CoolantT
emp" 42 "OnOff; true,"HiLow™ true,"Msp_Temp™22,"RS
SI™ -70,"msgCount"; 4

Message

MQTTBox
Publisher



UNIVERSITY
OF IOANNINA

Topic to subscribe

mz2mce/hvac/ce/meas

/ QoS

TOpiC 1 - Atleast Once

N

Subscribe

MQTTBox
Subscriber



Sent
message
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Topic to publish

m2mece/hvac/ce/meas

Qos

0 - Almost COnce W
Retain [
Payload Type

Strings / JSON / XML / Characters W

e.q: {hello world?}
Payload

"NodeMo™ 10,"Humidity™ 70 "Temperature™: 25 "Coolan
tTemp": 42,"0On0Of™" true,"HiLow": true,"Msp_Temp":2
2,"R3SI" -70,"msgCount™: 4

"NodeMeo™ 10,"Humidity™: 70 "Temperature™: 25 "CoolantT
emp": 42,"OnOff"; true,"HiLow" true "Msp_Temp™22"RS
SI™ -70,"msgCount™: 4
topic:mZmce/hvac/ce/meas, gos:0, retain:false

5

MQTTBox
Message send

"ModeNeo" 10, "Humidity™: 70,"Temperature": 25"C
oolantTemp”; 42 "OnOff"; true,"HiLow": true,"Msp
_Temp™:22 "R551" -70,"msgCount™; 4

gqos 0, retain - false, emd - publish, dup : false, topic
mZmece/hvac/ce/meas, messageld - | length @ 150

Read
message



ASIL. Middleman

Dd The_Middle_Man2 (Running] - Microsoft Visual Studio o MQTT Middle Man S irE =l
a = |

File Edit View Project Build Debug Team Tools  Architecture Test  Analyze Window  Help

i - | -2 W HH | - | Continue = | o (| | 0 | | Ovopa/ IP Broker 195.13

= Process: [3836] The_Middle_Man2.vshost.e ~ Lifecycle Events = Thread: Stag

Blpa 1883
Ovopa Xpriotn Client |MULL

[X| files///C:/Users/cesdev/Desktop/The_Middle_Man2/The_Middle_Man2/bin/Debug/The_Middle_Ma...

Buccesfully Subscribed
JSON FORMAT ERROR L
JSON FORMAT ERROR Ku@wwde, Client
JSON FORMAT ERROR
JSON FORMAT ERROR

Erntuwsapsvn

PlBon Mosquitto Client |
Katdotaon Client Avavéwon |

PuBuon MySQL

Kotdotoon MySGL

Kwéwde Zpahpatog MySGL
Locals

{ 3
Autos RIS Watch 1 Call.. Brea.. Exce.. Co.. Im.. Out. QUCEE Solution Explorer Team Explorer il

Ready 1 Publish
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MOSQUITTO MQTT (LAN CONNECTION)
1/6

E@boov exel eykataotabel to Mosquitto otov vmtoAoylot pog Ba TTpEMEL va
xpnolpomoujoovpe to Command Prompt twv Windows (CMD).

Katapydg, epocov Exovpe avoiel to Command Prompt, Tpémel va peta@epbovpe
oto Directory mov meplExel TV eykatdotaotn Tov Mosquitto.

‘Omwg, £xovpe pabel o Tponyovpeva Eaunva, Bo TPETEL va YIVEL Le TNV evToAT cd
(change directory) <pathname>

Edv dev €xel tpomomoimn el n tomoBeoia eykataotaong tov Mosquitto Ba mpémel va
ekteAeotel n evtoAn cd C:\Program Files\mosquitto
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MOSQUITTO MQTT (LAN CONNECTION)
2/6

®» E@PO0o0oV £XOVUE EKTEAECEL T TIPOTYOUUEVT] EVTOAN KAL EIUACTE OTO CWOTO LOVOTIATL
Do TTPETEL VA EKTEAECOVE TNV EVTOAN mosquitto -v, To omoio poag Bplokel TIg
OPaOCTNPLOTNTESG 0TO CLUYKEKPLUEVO broker terminal

C:\Program Files\mosquitto>mosquitto -v

mosquitto version 2.8.15 starting

Using default config.

Starting in local only mode. Connections will only be possible from clients running on this machine.
Create a configuration file which defines a listener to allow remote access.

1669366335:
1669366335:
1669366335:
1669366335:
1669366335:
1669366335:
1669366335:
1669366335:

For more details see https://mosquitto.org/documentation/authentication-methods/
Opening ipvd listen socket on port 1883.

Opening ipv6 listen socket on port 1883.

mosquitto version 2.8.15 running




MOSQUITTO MQTT (LAN CONNECTION)
3/6

®» [l to emopevo Prua Ba xpelaotel va avoifovue dAro eva Command Prompt twv
Windows (Ba tp€xouv kat Ta U0 YwpI§ va KAElooVE TO TTPONYOUUEVO!)

®» Koatoapxds 0w Kol tpLy, Ba mpemel va petafove pe tnv evtoAr cd otov @AKEAO OV
elval eykateotnuevo To Mosquitto

®» Extedwvtag oto Sevtepo command prompt (xwpi(§ va EMMPEACOVUE TO TIPWTO) TNV
EVTOAT] KOl EQOCOV elpaoTte 0TOo mosquitto directory,

® mosquitto_pub -h localhost -t topic/pub -m "message from AMXXXX" -r -i client -d

:\Program Files\mosquitto>mosquitto_pub -h localhost -t topic/pub -m "message from AM1716" -r -i client -d
client sending CONNECT
client received CONNACK (@)

client sending PUBLISH (d®, g®, rl, ml, 'topic/pub’, ... (19 bytes))
client sending DISCONNECT

A

UNIVERSITY
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*ommov AMXXXX: ocvumAnpwvete tov AptOuo Mntpwov oag!




MOSQUITTO MQTT (LAN CONNECTION)
4/6

®» ‘Onwg pmopoVE, va mapatnprioovpe oto mpwto Command Window, Oa dovpe 0tL 0
Client amoouvvoEONKe

® Me v evtoAn pub kdvovupe publish (énpoocievon) evog unvopatog
® -h localhost eival iy StevBuvon tov localhost
® -t topic/pub elval yla va emieBatwoovpe To topic To omoio fplokOpacTE

® -relvalyla To retain flag - kuplwg yia debugging okomoug

® -jclient etvat yla va emiBeBaiwoovpe tov client

®» -d elvalyax va emiBeBatwoov e TIg Spaotnplotnteg Tov client (debugging purposes)

UNIVERSITY
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MOSQUITTO MQTT (LAN CONNECTION)
5/6

® Avolyovtag éva tpito mapdBbupo (e@ooov EavatpeExovpe TNV evtoAn cd Kol Sev ExoUUE
KAeloeLl Ta Tponyovpeva V0 TapdBupa) Kol EKTEAECOVUE TNV EVTOAN:

mosquitto_sub localhost -t topic/# -d

4 A

®» MTOPOUUE VO TTAPATNPNOOVUE TO UNVULX TTOU OTEIANLE:

:\Program Files\mosquitto>mosquitto_sub -h localhost -t topic/# -d

lient null sending CONMNECT

lient null received CONNACK (@)

lient null sending SUBSCRIBE (Mid: 1, Topic: topic/#, QoS: @, Options: 0x08)

lient null received SUBACK

ubscribed (mid: 1): ®©

lient null received PUBLISH (de, q®, rl, m@, 'topic/pub', ... (19 bytes))
nessage from AM1716

UNIVERSITY
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MOSQUITTO MQTT (LAN CONNECTION)
6/6

[Tlo cUYKEKPLUEVA YIX OCUTY) TNV EVTOAN
® -h localhost eivai iy StevBuvon tov Broker
®» -delvatlyiax va emiBeBatwoovpe TiIg Spaotnplotntes Tou client (debugging purposes)

™ -topic/# elval to topic wildcard*

®» *Ouyapaktmpes Wildcard ocvpgpwva pe to emionuo apbpo s IBM emitpEémouy va
XPNOLUOTIOOETE ULt LOVO TIPOSLAYPOPT] YIA VO VTTOSEIEETE Evav aplOuo TTOPWV TWV
oTIolwV Ta ovopata tatptdlovv pe to potifo Wildcard.

[Inyn:https://www.ibm.com/docs/en/zos/2.4.0?topic=commands-using-wildcards-in



IPCONFIG

5a.| Administrator: Command Prompt

Connection-specific DNS

ireless LAN adapter Local Area Connection* 3:

» o to gﬂéugvo Bﬁuaxpgl(XZéuacthn 8[81')9UVO'T'| TOoV Media State S . . : Media disconnected
Connection-specific DNS S X .o

SIKTUOV pag Kabws Kal GAAES XP1)OLUES TIANPOPOPILES
=  Muwx AVon Ba koA Aon Ba 1jtav 1) evtoAn ipconfig. ireless LAN adapter Wi-Fi:
Connection-specific DNS ix . : home
= TOu@wva Pe Tov emionuo odnyo ¢ Microsoft, n J-.! I Ad e _p S -t:l.:a-n-
evroAn IPCONFIG eival xprioun o€ UTTOAOYLOTEG TTOU ar) :
ovv pubulotel va Aapavouy pua Stevbuvon 1P
O(UT(’)LLO(TO(. Subnet Mask .
Default Gateway .

H evtoAn IPCONFIG emitpémel 6TOUG XP1)OTEG VA
TPocdlopioovv ToleS TIHES Stapop@waong TCP/IP éxouv
Stapop@wBel amd to DHCP, Tnv Autopatn 81w Tk
StevBuvon IP (APIPA) 1} pia evaAAakTik Slapdpewon. Media State . . . . . . . . . . . : Media disconnected
Connection-specific DMNS :

thernet adapter Bluetooth Network Connection:

MepIKEG AT TIG XPNOLUES TIAN|POPOPIEG TIOV TIEPLEXEL T
evtoAn IPCONFIG elvail n Stevbuvvon 1Pv4, IPv6, Default :\Windows\Sy
Gateway, Subnet Mask kaBw¢ Kot TTOAAEG AAAEG
XPNOLUEG TANpOPOPLEG TTOV UTIOPEL KATTOLOG va AdBeL
Yl TN 0UVEECT] TOV PE KATIOLOV SLAKOULOTY).
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@ > ThisPC > Local Disk (C) » Program Files » mosquitto

MOSQUITTO MQTT

o [ devel 3/11/2022 2:24 pp File folder
I n iti al i Z ati O n 1 /4 n W acffile.example /8 234 pp EXAMPLE File
. Changelog 022 4:34 pp Te ocument
N edi-vio 34 File
|G 1 File
, ’ B libcrypto-11 . 0 L Application ..
el l_‘l.(x Va aT[OKTn GOU HE Ouwg Onllne B libssl-1_1-x64.dI 243 T Application exten...
GI,)VSEO'T] LLE TO MQTT O nglag‘[g[ V1o 4 | e 2 CONF File
usra(pépou us TO apXE(O teSt.COnf, OTOV B mosquitto.dil (2022 4 Iy Application
’ ’ El mosquitto 4:41 pp Application
ov
(paKS}\'O TOU 4 E pyacrrl p laKOU i mosquitto_ctrl Ip Application
aen H.(XTO g, O-TOV (paKSA.O T[OU ELV(XI, B mosquitto_dynamic_security.dll /20! L Application exten...

E'YK(XTEGT‘I‘I uév O TO T[ p (’)'Yp a u ua M O S quitto . EE mosquitto_passwd : Application

Bl mosquitto_pub Application
® E@Oocov peta@epOel TpEYOLUE TNV BB mosquito.n o024 Applctin
EVTOAT] : El mosquitto_sub :3 Application

B mo squittopp.dll 3 Application exten...

» mosquitto _V _C test.conf B noTmcE 8/, Markdown Source...

[ ] pwfile.example /8 :3 EXAMPLE File

B README 022 4 ! Markdown Source...

B README-letsencrypt :3 Markdown Source...

. README-windows HH Text Document

B test.conf 25/11/2022 2:50 pp COMF File

£ Uninstall 3 0 Application
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MOSQUITTO MQTT Initialization 2 /4

®» ‘Omwg UTMoPoVE VA TTAPATNPNIo0VUE 0TO TTapaBbupo evtoAwv to MQTT «akoVew ot
otnv elcodo 1883

®» EvSexetal va XPELOTOUV SIKOLWUATA ALAXELPLOTT Kol OXL aTTAOV USEr YLo VO (POVEL TO
QATIOTEAEC O

C:\Program Files\mosquitto>mosquitto -v -c test.conf
1669381513: mosquitto version 2.6.15 starting
1669381513: Config loaded from test.conf.
1669381513: Opening ipv6 listen socket on port
1669381513: Opening ipv4 listen socket on port
1669381513: mosquitto version 2.6.15 running

e
3.

o0
88
[= 1=

1
1
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MOSQUITTO MQTT Initialization 3 /4

® 311 oVVEXELN, avolyovTag dAAo eva mapdBupo Command Prompt pmopovpe va
EKTEAECOVLE TNV EVTOAT] (E@OOOV €xovpe Kavel cd oTov (PAKeEAO TTOV Elvarl
EYKATECTNUEVO TO Mosquitto)

mosquitto_pub -h X.X.X.X -t topic/pub -m "another message from AMXXXX" -r -i client -d

:\Program Files\mosquitto>mosquitto_pub -h 192.168.1.119 -t topic/pub -m "another message from AM1716" -r -i client -d
lient client sending CONNECT

lient client received CONNACK (@)
lient client sending PUBLISH (d@, g®, rl, ml, 'topic/pub’', ... (27 bytes))
lient client sending DISCONNECT

UNIRS”Y *'0mov X.X.X.X cuumAnpwaoTte ) Stevbuvon IPv4 tou Simdavov cag mov eldate pécw G evtoAn g IPCONFIG kat tov AplOpo Mntpwouv cag!
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MOSQUITTO MQTT Initialization 4/4

®» TéAog, avolyovtag dAAo eva Command Prompt mapdBupo ektedovpe TNV EVTOAN

mosquitto_sub -h X.X.X.X -t topic/# -d

C:\Program Files\mosquittormosquitto sub -h 192.168.1.119 -t topic/# -d
null sending COMMECT
null received CONMNACK (&)
null sending SUBSCRIBE (Mid: 1, Topic: topic/#, Qo5: @, Options: @x@a)
Client null received SUBACK
subscribed ( J: @
Client null received PUBLISH (de@, g&, rl, me, 'topic/pub’,
another message from AM1716
null sending PINGREQ
null received PINGRESP
null sending PINGREQ
null received PINGRESP
null sending PINGREQ
null received PINGRESP
null sending PINGREQ
null received PINGRESP
null sending PINGREQ
null received PINGRESP

*'0Omov X.X.X.X cupmAnpwote 11 StevBuvon IPv4 tou SimAavol cag mov eidate péow g evtoAng IPCONFIG
UNIVERSITY
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