2° Epyaoctnplo

YUvoeon ESP32 oto WiFi

AlodikTvo Twv AVTIKELLEVWV
Abaokwv: I'pnyoplog Aovpevng, MaokAafavog lwavvng
YAko: AAe€avdpog [TavayiwtakdomovAog, [pnydplog Aovpévng
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Compute node + WiFi + IP

[0T node
(ESP32-C3 DevKitC-02)
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Outline - Lab 2

» Acvppoatot koufotloT
=» ESP32

» [TAat@opua ESP32 C3 DevKitC 02

®» AUVATOTNTEG

®» EpyoaAela TPOYPAUUATIONOV

®» Hello world!

» YVvdeon oe WiFi access point
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Outline - Lab 2

= 21 wpa:
B YXNUATIOUOG OUAS WV
® Atavoun kit ESP32 C3 DevKitC 02

®» Movov boards, mAnpeg Kit o€ emopevo epyaoctnplo
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To povtéAdo pikpoeAeyktr) ESP32

®» ESP32 (1] aAAwwg ESPRESSIF32). Zekivnoe tov
Avyovoto, 2018 kot 0Ttwg Tov Tpdyovo tou ESP8266,
EXEL TIAPA TIOAAQ povTEAa o€ emitedo module/pcb.

= Kevtpikn) Movada Eme€epyaoiag (CPU) : Xtensa LX
single/dual-core 32-bit pC

®» YmootnplEn Wi-Fi kat Bluetooth chipset oyediaouévo
ue TSMC Low-power teyvoAoyia 40 nm.

®» EEAPETIKA EVOWUATWHUEVT] AVON YL EQAPUOYES
Internet of Things pe mpwtdkoAra Wi-Fi kat
Bluetooth xat mepimov 20 e€wtepikég SuVATOTNTEG.

WAL
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[Inyn: https://www.espressif.com/sites/default/files/documentation/esp32_datasheet_en.pdf
IInyn Ewkovag: https://joy-it.net/files/files/Produkte /SBC-NodeMCU-ESP32/SBC-NodeMCU-ESP32-01.png
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[IpoSieypa@eég Tou
uikpoeAeyktr ESP32 C3
WROOM 02

OAokAnpwpevo Wi-Fi vmoocvotnua
Baociopévo oto mpdtumo IEEE 802.11
b/g/n pe MOAAQ TPOTUTIA OTIWG
promiscuous mode yia TV UEYLoTH
AGPAAELX TIPOCWTILKWYV SESOUEVWV

Bluetooth vmocUoTua pe vrootpLén
Bluetooth 5 (evowuatwpévo BLE) kat
Bluetooth Mesh

32-bit RISC-V apyttektovikn
EMECEPYAOTI) TIOV UTOPEL VX PTACEL OTA
160 MHz (kdvovtag tov 20 @opég Lo
Yp1Yopo amod to povtédo MSP430F5529)

YYmnAn xwpnTIKOTNTA IOV UToPEL vV
@Ttdoel 400 KB SRAM (16KB Cache)

IInyn: https://www.ti.com/product/MSP430F5529#:~:text=290%20pA%2FMHz%20at%208,%2C%?20flash%20program%?20execution%?20(typical),

Espressif's ESP32-C3 Wi-Fi + Bluetooth™ Low Energy SoC

Core System

Wireless MAC and
Baseband

RTC

) (]

= o o GPID || RTC GPID

= — - [ Browniowt Datector ]
sPE 125 il || Controller —
] | ey
GME‘ il [ RTC Watchdog Timer [ ﬂnj[ — ]
LED PWM 'mﬁﬁ'[mm]vﬂ;ﬂ“ [ mﬂ][ niglﬂa]
el |

Modules heving power in specific power modes:

D -

S ;i and Modem-sieen

) Active, Modem-sieep, and Light-sleep: (80 optional in Light-sleen

() Al modes

https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_en.pdf

IInyn Ewkdvag: https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_en.pdf




To povtédo pikpoedeyktr) ESP32 C3 DevKitC 02

= Baoifetal 6TOV PIKPOEAEYKTT) SE 6 UART
ESP32-C3. T e

Pin Headers

®  Ea xpnolpomoin0el yia ™
SLeEaywyn nabnudtwy Tou
gepyaotnplov

ESP32-C3-WROOM-02

Ynootpien Wi-Fi - 802.11 b/g/n
(HT20), pe ovxvotnta 2.4 GHz.

J | F§ "mli (=

ﬂnﬁaansl '-'-E =) l'llL:i:E;!ﬂm

=  XPNOLUOTIOLEL TO TIPOTVTIO TR Y L f D e
Bluetooth 4.2 kau €xel
mpodilaypa@eg Bluetooth Low
Energy.

5V to 3.3V LDO SV Power in -
On LED Pin Headers
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Reset Button

Micro-USB Port

Boot Button

[y Ewovag: https://docs.espressif.com/projects/esp-idf/en/latest/esp32c3/_images/esp32-c3-devkitc-02-v1-annotated-photo.png
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Xpnoeig tov pikpoeieyktrn) ESP32

_ 9V Battery or USB power Supply
IoT Based Lock -V2.0 . = :

RFID + Fingerprint + PIN + OTP + My SQL Database

MB102 Breadboard
Power Supply Module

11 l] [l I &
: 12V power Supply for
GND Solenoid Lock
3.5” Nextion TouchScreen Display N
12V DC Solenoid Lock
3.3V MFERC RFID Reader Module

GPIO21 ==> SDA ® zzsou-ai ®

GPIO18 ==> SCK ‘
loT based Smart Lock GPIO23 ::Z MOS!
GPIO33 ==> IN1 GPIO19 ==> MISC

GPIO22 ==> RST

FPM10A fingerprint Sensor

@ ESP-WROOM-
33§ ¢
& oo

Place your RFID Card
on Scanner

SOA SOX FOR S50 189 S5 @31 3
FloogpomnwmH

3

> ESPSZ RXY

Nextion TX

GPIO17 (TX2) ==> Rx
GPIO16 (RX2) <== Tx

[Inyég: https://www.nabto.com/guide-to-iot-esp-32 /#:~:text=The%20ESP32%20modules%20are%?20commonly,devices%2C%20including%20HVAC%20and%20thermostats, ,

https://www.espressif.com/sites/default/files/documentation/esp32_datasheet_en.pdf
IInyn Ewkovag: https://hackster.imgix.net/uploads/attachments/1429735 /iotlock-esp32-fullschematics_7TE2FPftUq.png?auto=compress%2Cformat&w=1280&h=960&fit=max



Outline - Lab 1

» [TAat@opua ESP32 C3 DevKitC 02

®» AUVATOTNTEG

®» EpyoaAela TPOYPAUUATIONOV

®» Hello world!
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ESP32 C3 DevKitC 02

GND GND
Eivat e€€AEn ¢ olkoyévelg ESP32 V3 " " Gpioo || TANIERKIR] | Aoci_cHo
Development Kit kat €xel xaunAdtepn Tav3 | *4 : *’ﬁ,jé’f*_W
KATAVAAWOT) LoYVOG KoL TTOAU TILO el : W—W
evepyelakd amodotika light sleep, sleep can B N o3 | "ADCLCHS |
kol deep sleep modes. reanm e - - :
TAPATIAV®W SVVATOTNTEG ATIO TOV | ADC2 CHO | mTDI [NFSEMBI GPIOS GPioto [FSPICSON
P32 Development Kit 6Ttw¢ Built-In ek [JRSPBIRN Grios | o G\D
LED wroo [JESEBI crio7 " [ GPIO2) || UORXD
GND k" [Gpiozt || uono

'EXEL LKAOVOTNTEG KPUTITOYPAPTOMG

K&OLoTOVTHG TOV évay aTtd TOUG TILO GPIO8 | o GND
LKOVOUG KOL XOPOAEIG UKPOEAEYKTESG WG GPIO9 GPIO18 |
eMAoyn) pe vrootnpien AES-128/256, | 5V | GPIO19 |
HASH, RSA, HMAC, ym@Llaknig vtoypa@mn 5V

KoL ao@aAgic boot. |

[Inyn: https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_en.pdf

UNIVERSITY [Iny" Ewdvag: https://grobotronics.com/images/companies/1/DFR0808-2.png?1660896592804
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Outline - Lab 1

®» EpyoaAela TPOYPAUUATIONOV

®» Hello world!
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[Ipoypappatiopog
ESP32 & ESP32-C3
DevKitC-02.

0 ESP32 vtootnpilel
TIG KOAOVOES
YAWOOES
TPOYPAUUATIOUOV:
J

MicroPython Circuit Python

UNIVERSITY

[Inyn: https://www.electronicdiys.com/2018/11/programming-languages-for-esp32-esp8266.html
OF IOANNINA



Arduino IDE

®» [ de€aywyn pabnudtwyv Ba xpnopomonBein
¢k6oon Arduino IDE version 2.0.0.

® To Arduino IDE vmootnpilel Toug microcontrollers tng
etaplag Espressif

® H petayAwttion YIVETHL 0€ YAWOTO
mpoypappatiopo Wiring

IInyn: https://docs.arduino.cc/software /ide-v2
IInyn Ewkovag: https://brandslogos.com/wp-content/uploads/images/large /arduino-logo-1.png
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MeTaQyAwTTLON EVOG
TPOYPAUUNTOC (1/2)  pmmmm—m—

Select both a Board and a Port if you want to upload a sketch.
If you only select a Board you will be able to compile, but not to upload your sketch.

ETA€yovpe TO HOVTEAD TOV HIKPOEAEYKTN
Ho¢ kKabwe kal o€ ol OVpa etval StaBEaipo

BOARDS PORTS

esp32

EoF 32-53-B0X
COM1 Serial Port
ESP32-S3-USB-OTG

B Show all poris

ESP32-WROOM-DA Module

ESP32C3 Dev Module

ESP3252 Dev Module

ESP3252 Native USB
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MeTaQyAwTTLON EVOG
TPOYPANUATOG (2/2)

Té)\OQ, S’l‘[l)\éYOVTO((; TO KOV H.T[i, «Upload» Fle Edit Sketch Tooks Help (oo .

New

umopel va petayAwtTioTel éva S
TPOYPAUPA pEcw Tov Arduino IDE orenfeen O Camminicion o
’ o F::<an1ples - : 06.5ensors Graph
EmAgyovtag to File> - A o 5
Examples>04.Communication> Graph, Seveda | CULSHES opugg Prsicopie
7 7 7 7 Yreferences... Ctrl+Comma 10.5tarterkit_Basickit ReadASClIString
UTTOPEL Vo YIVEL LETAYAWTTLON EVOG -

Advanced SerialCallResponseASCII

1-[ p pr a lal uaT O g . Quit Ctrl+Q P— SernialEvent

SenalPassthrough

BluetoothSenal

VirtualColorMixer

DNSServer

UNIVERSITY
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[Tpoypauua Hello World

16 4

File Edit Sketch Toolk Help

Y ESP32C3 Dev Module

Hello_World.ino
1 setup() {
Serial.begin(9600);
}

loop() {
Serial.println("Hello World");

delay(1660) ;
}

Qutput ~ Serial Monitor X vy 0=

New Line v H 9600 baud

Hello World
Hello World
Hello World
Hello World
Hello World
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[Tpoypoappa Built-In
LED Blink (1/3)

= Eav dokipaotel To mpoypapua File >
Examples > Blink 6a Sokiuacouvpe 0tL
VTIapxeL TPOLAN !

®  Auto o@EelAeTUL OTO YEYOVOGS TIWG YLot VO
mmpeaotel To built-in LED tov ESP32C3
DevKitC-02 TpETEL VA EYKATAGTI|COVUE
ek BLBAL0ONKN N ool pTropel va
XPNOLUOTIOMOEL TOUG KATOUXWPNTES

M koAn} AVon eivar n BLBAL0O1N KN ™G
Freenove mov pag Sivel v tkavotnta va
aAAagovpe to xpwpa touv LED

LIBRARY MAMAGER

freenove

Type: Al W
Topic: Al w

Freenove VK16K33 Lib by Freenove
Arduino library for Freenove VIK16K33 Lib.
Arduino library for Freenove VK16K33 Lib.<br />

Freenove W52812 Lib for ESP32 by Freenove
Version 1.0.5 INSTALLED
This is an Arduino library for controlling ws2812b

led on esp32.
An Arduino library for W52812 led on ESP32 <br

I|r::=-

Freenove W52812B RGBLED Controller by
Freenove

Arduino library for Freenove WS52812B RGBLED
Controller.

Arduino library for Freenove W52812B RGBLED
Controller <br >

APPENDIX_A ino

m
=t

o T = T =

m T

+| +|

[ S Py

m m m
T

Freenove ESP32 W52812

oid setup() {
strip.begin(};
strip.setBrightness(2
Serial.begin(9680);

pid loop() {
for {int j = 8; j < 2
or {int i =8; i ¢
trip.setlLedColor

erial.println{LE

strip.show();
delay(18);
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[Tpoypoappa Built-In
LED Blink (2/3)

E@odoov éxel eykataotabel n fLBAL001 kN

[Inyaivovtag oto File > Examples >
Freenove WS2812 Lib for ESP32>
Rainbow exteAdovpe To TpOypappo

File Edit Sketch Tools

Open Recent

Examples

Advanced

Quit

This is an Arduino librz
led on esp32.

An Arduino library for
I

Freenove W52812B |
Fre

Arduino library for Fre
Controller.

Arduino library for Fre
Controller <br I

WebServer

WiFi
WiFiClientSecure
WiFiProv

Wire

APDS-9930 Ambient Light and Proximity Sensor

Adafruit AHTX0
Adafruit EME220 Library
Adafruit BuslO

Adafruit GEX Library
Adafruit HTU21DF Library
Adafruit PCT2075
Adafruit SH110X
Adafruit SHTC3 Library
Adafruit Unified Sensor
Arduino Low Power
ArduinoBLE
Arduino_APDS9960
Arduino_H 1
Arduino_L HB
Arduino_LSM6DS3
Arduino_LSM3DS1
Azure SDK for C
DFRobot_AHT20

DHT sensor library
DallasTemperature

E5P32Ping

Freenove WS52812 Lib for ESP32

HCSR04
LiquidCrystal 12C

Low-Power

setBrightness(]
.begin(%688);

rip.setlLed
rial.println{i

p.show();
y(10);

T
arified.
168 hvtes

Rainbow
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[Tpoypaupa LED Blink
(3/3)

- J4 4 r 4
[Ipocoxn n’psna va Yivel ,Tpononou]cn @ Rainbow | Arduino IDE 200
TWYV EVTOAWV OTLG YPAUUES 3-5 Fle Edit Sketch Took Help

¥ ESP32C3 Dev Module

™  AOKIUACOVE VX KAVOUE EKTEAECT|G TOU
K X owka Blink Rainbow.ino

ttps://github.com/AlexandrosPanag/M Fanclude °F
y ESP32 Projects/blob/main/ESP32-C3- fdefine
DevKitC-02 /Built- : .
In%20LED /Freenove Blink.ino

Tl KATIOL0 GUYKEKPLUEVO XPWIA PTIOPOVLE VO TPEEOULE KdTTOoLOV atd TOouG Kwdikes : https://github.com/AlexandrosPanag/My_ESP32_Projects/tree/main/ESP32-C3-DevKitC-02/Built-In%20LED


https://github.com/AlexandrosPanag/My_ESP32_Projects/blob/main/ESP32-C3-DevKitC-02/Built-In%20LED/Freenove_Blink.ino

Epyaoctinpto 2

XUvoeomn oto Wi-Fi pe ESP32

AlodikTvo Twv AVTIKELLEVWV
Abaokwv: I'pnyoplog Aovpevng, MaokAafavog lwavvng

YAko: AAe€avSpog [TavaylwtakomovAog, Iwavvne MaokAafavog

UNIVE RSITY © ASL (DiT, Uol) 2022-2023
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®» T onpuaivel?

®» AcUpUATN HETAPOPA
deSouevwy

® Yrtodoun ovuvSéeon G 6To
Internet
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WiF1 connectivity

L]

¢ Customer Laptop

Internet Connection V4

7
P4
DE
( | S =
N
Customer Phone
or Tablet

e | — e —

Edee Router witl Wireless Access
Point (can use
existing network)

Office PC (can be
granted unrestricted
Wired Wireless access)

[Iny": https://www.miglioripc.it/access-point/



®» Ao@palela oVVOEOTG

= To access point emAEyeL
«KOVAAL EKTIOUTING

= (O 15loKTNTNG TOV access point
ETHUAEYEL EVU «LOVASLKO»
ovopa (SSID - service set
identifier)

» Ettion¢ umopel va oploet kat
KWOLKO L0060V

UNIVERSITY
OF IOANNINA

WiFi connectivity - 11

[

W ¢ (Customer Laptop
V4

Internet Connection V4

| (@) =

=I11mn | — PR — \\ Customer Phone
N

Wireless Access
Point (can use
existing network)

L ———
Office PC (can be
granted unrestricted

Wired Wireless access)

[Iny": https://www.miglioripc.it/access-point/



Anuovpyla X0voeong

Ftrog:z)a Y}ivig\gvgign e Service Set Identifier (SSID)
ESP3 ZH-CIE)-DEVYKITHC- e Service Set Identifier Password

(SSID_PASSWORD)

02 xpelalONaoTE:

e Mia ovopaoia evog Alktoov (elte
Me 110 aTtAoVG Hotspot eite Router yla mapaderypa)

OPOVG: e Tov kwd1kO Tov AtkTVO0UL (EQV EXEL
KATIOL0 KWOLKO)

UNIVERSITY
OF IOANNINA



WiFi connectivity - 11

B Y& elOLKEG TIEPLTITWOELG, EVO «TOTILKO» Wifi

access point pmopei va ypnopomon0et yia
AVTOAAQYT] TTANPO@OPLWV XWPLS TIPpOG oo
oto internet (wifi hotspot)

[ @[]
— WiFi Hotspot

[Iny": https://www.cityofchelsea.com/330/WiFi-Hotspots

UNIVERSITY
OF IOANNINA



UNIVERSITY
OF IOANNINA

Anuovpyla amAnG
ovvdeons peocw Hotspot

XPNOLUOTIOLEIOTE TO TNAEPWVO COS YLA VO
dnulovpynoete éva Hotspot avoiyovtag ta
dedouEva oag.

[Inyaivovtag oto File > Examples> WiFi >
WiFiClientEvents

EA€yEete TIG puOUicELS TOV PopNTOV
hotspot cag kat BaAete To diko6 ocag SSID
kat PASSWORD otov kwoika

[Tapatnpnote 6TL pmopel va dnutovpynOel
Hia oVVSEeoT PeTAlL TOL SIKTVUOV TTOV
TAPEXEL TO TNAEQWVO GAG KL TOV
ULKPOEAEYKTN!

431PM Z © 8@

< Connected devices

Limit of connected devices

Blocklist

7c:df:a1:db:07:90
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H evtoAn Ping xpnopevet
KUPLwG yia v emiBefaiwon
™G mpocaong oto internet
Kol NG SuvatotTag
ETKOLVWVING e
ovykekppéva sites (urls)

WOTE EVAG XPNOTNG VA EXEL TN
duvatoTTa Vo EAEYEEL GV
L0t CUYKEKPLUEVT SlevBuvon
UTIAPXEL KL SEXETAL AULTHHATA

(requests).

J

H evtoAn Ping

EmmAéwv, n Ping yx
SLAYvwon woTe va
eCao@aAloTEL
AELTOUPYIKOTN T EVOG
KEVTPLKOV UTIOAOYLOTN] OTOV
oTtolo umopet omoloodnmote
XPNOTNG VX TIPOCEYYIOEL

J




Ping ueow tov ESP32

Xpnowomolwvtag Vv BLBAodnkn ESP32Ping (https://github.com/marian-
craciunescu/ESP32Ping) umopel dwoel Suvatotnta otov ESP32 va kdvel Ping o¢
lotooeA(SeG.

Aoxipdote va kavete Ping oTig akdAov0eg LoTOOEAISEG:

= WWWw.uo0i.gr

= www.asl.dit.uoi.gr

= www.teiep.gr

= www.ce.teiep.gr

Kal cu{ntote Ta amoteAEopaTo OV SIATIOTWOATE.

® Acite Vv e@apuoyn loT2_Ping

UNIVERSITY
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https://github.com/marian-craciunescu/ESP32Ping
http://www.uoi.gr/
http://www.asl.dit.uoi.gr/
http://www.teiep.gr/
http://www.ce.teiep.gr/
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Anuiovpylo Web
Server @apUOYNG

Ol LIKPOEAEYKTEG £XOVV TIAPX TIOAAEG
LKOVOTNTES Lo TN SMLovpyla pLog
EQAPLOYTG.

['a mapadetypa, pe n xpnon kwdika
appevo oe Wiring évag xpriotng
e@oOoov £xeL TpOoPaon oTo AladiKTLO
UTTOPEL VO ETNPEACEL TN KATACTAOT) EVOG
LED péow evog @uAlouetpntr (Browser

/ llepmyn T wotov).
H avtaAioyn dedouévwy yivetal uEow

HTTP pnvupdtwv (HTTP Request / HTTP
Response).

AOKIUAOTE TNV EKTEAEDT) TOV
mpoypaupatos loT2_WebServer_LED

(T
m
B
: m
-0 % o
1 T

®
®
®
®
®
®
®
®
®
®
®
®
®
®
®
=
®
®
®

CICICICICXCXCICXCICICICICIOIOIOXOXOXC)

HTTP request

5] Web Server x  +
e EN
< 92.168.1.147
c NG

ESP32

Web Server

\/

HTTP response
</>



Awaypappa Ponc Kwdika

]

AN H Z¥YNAEZH AEN HTAN EMITYXHZ

L

AN T'INEI EMNITYXHZ ZYNAEZH TOTE

ZE MEPINTQZH NOY ZANATNPOZMNAGOEIA
AMOTYXEI H ZYNAEZH IYNAEZHXE

AN H ZYNOHKH AAHOEYEI TOTE
AN AINOTYXEI H ZYNAEZH

TOTE ME TH AIEYOYNZH IP J
ZTEINE MEZQ HTTP
TH KATAZTASH TOY LED

UNIVERSITY
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Amotedéopata AsteEPNC

E@apupoyng -
[0T2 WebServer LED

®  E@OooVv 0 HKPOEAEYKTIG ouvdeDel 0TO
Wi-Fi Aixtuo o xpnjotn¢ umopel va eAyEel
™ Katdotaon péow evog Web Server
IOV B avayvwpIlel 0€ TL KATAOTAOT)
loketal to LED Tov pikpogAeyktn Kot
Ba £xel T SUVATOTNTA VU TNV ETNPEATEL

Xpnown BLBALoOMKN yia va emnpedoovie
TOo Xpwua tov LED.

WAL
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1:55PM 2 © &

O A 192.168.43.110/

ESP32 LED Web Server

== (]

BLUE = ON, YELLOW = OFF

e




[TpoBANuata pe Web Server eqaployeg

®» ‘Ouwg, pepka amod Ta TPofAnuata mov TpokVTToVV anod toTikeG Web Server
EPAPUOYEGS Elval:

®» To deSopéva mov Aapfdvoupe eivat LOvo TOTIKE, SV Elval EVKOAX TIPOGRACILO Kol
dev amoBnkevovtal

® Aev elvatl ao@aAeg amd HAektpovikég EmiBéoelg

®»  Agv umopovpE va eEAYOVE AOYIKA cLUTIEPATUATA (VIO TIAPASELY U YPAPNLOTA,
donuts, tomobecia)

®» Mepika amo aU T Ta TTPOLANUATA, KABWS Kol TOAAG GAAQ, KaAoVVTAL VA
avtipetwmioovy ot [oT MAateopueg
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